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About Roger

* 30 years plus in computer security, 20 years pen testing

* Expertise in host and network security, IdM, crypto, PKI,
APT, honeypot, cloud security

* Consultant to world’s largest companies and militaries for
decades

* Previous worked for Foundstone, McAfee, Microsoft
*  Written 13 books and over 1,200 magazine articles

* InfoWorld and CSO weekly security columnist 2005 -
2019

* Frequently interviewed by magazines (e.g. Newsweek)
and radio shows (e.g. NPR’s All Things Considered)

Roger A. Grimes
Data-Driven Defense Evangelist

Certification exams passed include:

KnowBe4, Inc. - CPA
- CISSP
e: rogerg@knowbe4.com + CISM, CISA
Twitter: @RogerAGrimes *  MCSE: Security, MCP, MVP

- CEH, TISCA, Security+, CHFI

LinkedIn: https://www.linkedin.com/in/rogeragrimes/
* yada, yada
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About Us

The world’s largest integrated Security Awareness Training
and Simulated Phishing platform

Based in Tampa Bay, Florida, founded in 2010
CEO & employees are ex-antivirus, [T Security pros

We help tens of thousands of organizations manage the
ongoing problem of social engineering

Winner of numerous industry awards
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. AWARD

2020

* COMPANY *

SECURITY AWARENESS TRAINING
PLATFORM OF THE YEAR
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How to Investigate

Main Methods

* Visual Inspection
* Research

* Forensic Analysis
* Tools

Be aware this can be a rabbit hole of a time
consumption

KnewBe4
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How to Investigate

Note

* Anything beyond research, looking, or viewing text
requires an isolated forensics “clean” system

* Preferably running an isolated virtual machine
environment disconnected from the network having
none of the same logon information as production
environment
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Evidence Collection

Ponderance of Evidence

Higher Risk
* It's rarely 100% clear
* If It was, stopping it
Signs Signs
WOUId be easy GDDEt‘IESS P‘:’”d;;a”':e E-a[(ljnfess,
Increasing Evidence Increasing

* It's about Risk Analysis

Lower Risk
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How to Investigate Email Phishes
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Email Structure
* Message Body
e Header
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How to Investigate Email Phishes

Email Structure
* Message Body
* Message
* URLs
* File Attachments
* Embedded Images
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How to Investigate Email Phishes

How to Spot Phishing

(each symptom adds risk)

Email/Message/Call Arrives Unexpectedly

Ic}’s basfking you to do something that person or company has never asked you to
o before

Requested action could be harmful
Tries to create a sense of urgency (“stressor”)
Contains a link or file attachment

Solution: When in doubt, call person on known legitimate phone number to

confirm request or visit vender website using known legitimate link
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How to Investigate Email Phishes

Sacial Eng S
& rrom

DATE

= | don't recognize the sender's email address as » Did | receive an email that | normally would
someona | ordinarily communicate with. el during regular business hours, bul il
Y ¢ YourCEO@yourorganization.com \?vas salr;g at agn unusual time like 3 am.?
= This email is from semeone outside my organization b To: Youlyousomanization.com e
and it's not related to my job responsibilities. ’ :

* This email was sent from someone inside the Subject: My maney got stolen 4
organization or from a cuslomer, vendor, or partner
and is very unusual or out of character. Hi, I'm on vacation in London and my money and passport were SUBJEGT
. sholen out of my bag. Could you wire me 3300 via Bank of America?
= |5 the sender's email address from a suspicious They gave me a special link so this goes right into my account and

domain (like micorsoft-support.com)? | can buy a ticket home: g, = Did | getl an email with a subject line thal is
irrelevant or doeg not match the message

: Monday Decambaer 12, 2016 3:00 pm

= | don’t know the sender personally and they hitperw, bankolarneriga.com content?
were not vouched for by someone | trust. Thanks so much.|This regily halps me out! - .
» |s the email message a reply to something
= | don’t have a business relationship nor any past Your CEQ I never sent or requested?

communicalions with the sender.

= This is an unexpected or unusual email with an
embedded hyperlink or an attachment from
someona | haven't communicated with recently.

% ATTACHMENTS
i Tﬂ = The sender included an email attachment that | was not expecting or that

makes no sense in relation lo the email message. (This sender doesn't

« | was co'd on an emall sent to one of more people, but | don't ordinarily send me this type of atlachment.)
personally know Lhe other people il was sent Lo, « | see an atlachmenl wilh a possibly dangerous file type. The only lile lype

« | received an email thal was also sent to an unusual mix of people. that is always afe to click on Is a bt file
Far instance, it might be sent to a random group of people at my

Qrgani?ation whose last names start with the same letter, or a whole
list of unrelaled addresses. ﬁ BUNTENT
& HvPERLINKS ettt e o v o e

# |s the email out of the ordinary, or does it have bad grammar or spelling errors?

= | hover my mouse over a hyperlink that's displayed in the email message, but

the link-to address is for a different website. (This is a big red flag.) = |5 the sender asking me to click a link or open up an attachment that seems odd or illogical?

= | received an email that only has leng hyperlinks with no further information, = Do | have an uncomfortable gut feeling aboul the sender's requeslt lo open an allachmenl
and the rest of the email is complately blank. or click a link?

= | received an email with & hyperlink that is a misspelling of a known web site, For = |5 the email asking me 1o look al 4 compromising or embarrassing picture of mysail or
instance, www.bankolamerica.com — the "m” is really lwo characters — " and “n.” someone | know?

201 Knowbed, LLC. All rights reserved. Oithes product and cormpany names manbioned |< r—] rj W B e4

herain may be frademarks andfor registered trademarks of their rezpective companias. Human error. {Lar.quered.
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How to Investigate Email Phishes

Email Body — Signs of Maliciousness
* File attachment image, not file attachment
* Image points to URL link

KnewBe4
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How to Investigate Email Phishes

Email Body — Signs of Maliciousness

* File attachment image, not file attachment
: :
* Image points to URL link 7 == ovmeeee 700 0

P ol Gt Fods B : 52 Team Ermail ~ Done -
£ Junk~ et Archive Py ;SIY orart =7 More « €3 Reply & Delete ¥ Create New = ?VE |
Delete Respond Quick Steps [ |

Overdue Invoices Settlement Granted

a Kassema Jones <Klones@eoha.org >
https @accountpayable.co.uk

Fake file attachments which are really images “m:df
INV39391.p

/d.pr/free/f/jsaeoc

Hello,
Please find attached remittance advice for our recent payment which will hit your account in few working days.
Please contact me should you have any queries with this recent payment

Thank You!

Maoci M. Switzer Monmouth College

Office of Residence Life and Housing 700 East Broadway
Monmouth, IL 61462-1998

@ Monmouth 9472113 prone
COLLEGE 303-457-2363 fax
WWW. i theollese edu

It's great to be a Scot! www.monmouthcollege edu

This e-mail message may contain privileged, confidential and/or propristary information intended only for the persen{s) named. If you are not the
recipient(s), you are hereby notified that any disseminztion, disclosure or copying of this communication is strictly prehibited.
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Email Body — Signs of Maliciousness

* Disjointed “From/Received/Reply” email addresses
* Mis-Branded URLs

* Disconnected/bogus URLs

* Unexpected file attachments

* MIME-type mismatches
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Spotting Disconnected Email Addresses

Bank of America Alert: Unlock Your Account Important Message From Bank Of America®

Bank of America <BankofAmerica@customerloyalty.accounts.com>(Bank of America via shakawaaye.com)
To Roger Grimes

Brand/URL mismatches
Update Your Powered By office 365

Office 365 <no-replyl1@soft.com=(Office 365 via ds01099.snspreview/.com.au)

To Roger Grimes

Ticket #: 5711310
Your Shipping Documents.

Microsoftnline <vSpz@onmicrosoft.com:
MAERSK <info@onlinealxex.com.pl=(MAERSK via idg.onmicrosoft.com) To roger_grimes@infoworld.com

To  roger_grimes@infoworld.com @ If there are problems with how this message is displayed, click here to view it in a web browser.

B Microsoft




How to Investigate Email Phishes

Spotting Rogue URLs

Microsoft Office-365

Hello roger_grimes@infoworid.co
https://devopsnw.com/login.
?

(L

iy https://devopsnw.com/login.microsoftonline.com?usend=roger_gnmes@infoworld.com

This actic

Thanks,
The Microsoft Office

This message was sent from the email address is not monitored. Do not reply to this message.
Privacy | Legal Notices

e hope to continue serving you.

Microsoft Corporation
One MSN Way, Redmond, WA 98052

We respects your privacy, Please read our online Privacy Statement.
This Message was sent from an unmonitored e-mail address. Please do not reply this message.
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Spotting Rogue URLS

Let's Connect woex » aE A
kern.goretzky@linked.com <kem goretzky inked com Mar 26 & =
m Kevin Mitnick 0
Kevwn

| read about your adventures in “Ghost in the Wires™ If t was a w

would be unbelievable “The Art of Invisibility™ was a great read

would be cool to connect with you on Linkedin. My background s W.'I.'I w u
development and programmng acquisihons). | used 1o program ¢

version of Court TV. I'm currently in Toronto, Canada working on
getting a startup going, and looking for work

inkedin.com

f'm a big fan
All the best

Kemn Goretzky

Maybe later No thanks

KnewBe4
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Instructions to Ignore Warnings or Activate Content

LR > ‘
please ¢lick Enable Ednting from the yellow bar sbove

® Microsoft* Open the dotument i Mcrosoft Ofice. Prevewing
l Ce online i not avadlable for peoteciad doouments
i doCument was downdoaded from your ey

l—‘ Ths & t tected
=“ - Once you have enabled editng. please (hck Enable
Content from the yellow bar sbowe

“Helpful instructions” for opening document
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Email Body — Signs of Maliciousnhess
Keeping up-to-date on the various phishing trends
* KnowBe4 blog (https://blog.knowbe4.com)
* Example: https://blog.knowbe4.com/double-the-phish-
double-the-phun
 KnowBe4 resources https://blog.knowbe4.com/resources
* Phish of the Week
* Quarterly Infographic
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Email Structure
* Header
* Required fields
* Optional information
* Lots of garbage that means something to
somebody...maybe...

KnewBe4
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Email Structure
* Header
* |t is changed or added to each time it passes through an
email server/gateway/inspection service, which is
 Officially known as a Mail Transfer Agent (MTA)
* You can use it to follow the email’s path from source to
destination (in reverse time order)
* Note: Sender or intermediate MTA can forge/change
parts. Forwarding message deletes old header.
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Email Structure
* Viewing Email Headers
* Different instructions per email client
* Outlook — Open email, File, Properties, Internet
Headers, Ctrl-A, Ctrl-C, paste into Notepad.exe

KnewBe4




How to Investigate Email Phishes

= N

File Message Help ¢ Tell me what you want to do
=~ [ R =
[FS Ignore m E‘ éj: « | [ Meeting M cso - - T \|/
) Tearn Email
,‘%Junk . Delete Archive Reply Reply Forward EQEI Mare « e‘) Reply & Dek File ME’SS-EQE F

All

Delete Respond

(s Ignore m

I%Junl-:* Delete Archive

Invoice 14172351 from Nova Health
Brittany Elliott <belliott@novahealth.com=(Brittany Elliott via

@ To Brittany Elliott

@The actual sender of this message is different than the normal sender. Click here to learn more,

Delete

To whom it may concern,
You have a new invoice due - invoice 14172351

Invoice 14172351 from Nova Health

Thank you for your business.

Brittany Elliott
Regional Clinic Manager: Florence and Veneta
Nova Health

p: 541.335.2200 m: 541.654.3501
a: 879383 Territorial Highway, Vensta, OR 374387

e: belliott@novahealth.com

N\
e beaimn

Mova Health has been serving patients throughout Lane County and Roseburg under the names Prime Care Pariners, Eugene Urgent
{Care, Rossburg Urgent Care and Atlas Physical Therapy for over 10 years. We have established a new brand name and identity,
Mova Health and our service lines Mova Urgent Care, Mova Primary Care and Mowva Physical Therapy. Our look and name hawve
changed, but one thing has been the same since the beginning: Cur commitment to quality patient care and our commiiment to each
ather.

Thiz electronic communication and sl sifschmenfs may coniain privileged and confidentisl information and is intended solely for the
infended recipient. If you are nof the infended recipient please nofify the sender immedialely and delefe the mezzage and any
attachments from your systems. You may NOT wee, dizcloge, copy or dizzeminate this communication or sny aftachmenis.

KnewBe4
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Save dis

Save Aftachmienls

Print

Optiors

Properties X
Settings Security

Importance | Normal v rE_ Encrypt message contents and attachments

Sensitivity Normal C-L.: Add digital signature to outgoing message

Request 5/MIME receipt for this message

[[] Do not Autodrchive this item
Tracking options

Request a delivery receipt for this message
Reguest a read receipt for this message

Delivery options

Hawe replies sent 1o
[] Expires after None v| |12:00 AM v
Contacts... |
Categories | MNone |
Y
Internet headers  Received: from DMEPRO4MB4ES1.namprd04.prod.outlook.com -
(2603:10b6:610:4:33)
by CH2PRO4MBESE22 namprd(4d.prod. outlook. com with HTTPS via
CH2ZPR10CAD023. MAMPRD0,PROD.QUTLOOK,COM; Wed, 11 Dec 2019
12:58:35 +0000
ARC-5eal: i=4; a=rsa-sha256; s=arcselector®8d1; d=microsoft.com; cv=pass;
=

| Close .
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Email Structure
* Viewing Email Headers
* Different per email client
* Gmail — Open email, click on three dots on right,
click on Show original, Copy to clipboard

KnewBe4
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Delivered-To: rogerggknowbed.com
Received: by 2082:2382:5e32:8:8:8:8:8 with SMTP id h132csp4894896jab;
Mon, 3 Feb 2828 87:85:26 -8888 (PsT)
X-Google-Smtp-Source: APXvwYqxt/DRIm&/UMzgx/+Vhnx/XnhOfeCBohkXzipMGwIMGi+PviPvEqwyc35dI466Hg1x1Ndlg
X-Received: by 28@2:ac8:6bd9:: with SMTP id b25mr24841351gtt.347.1588742326148;
Mon, @3 Feb 2828 ©7:85:26 -8888 (PST)
{ ARC-5Seal: i=1; a=rsa-sha256; t=1588742326; cv=none;
d=google.com; s=arc-2016e815;
b=r3En5dQ0kwol3TGP49LQ2CEB1sTFIHd6QNCIb+nKWmGBUFwSa8KvH20aynSwNGOBAFv1g
/bwYBQkerlEa+8WIIU92pUilleDdaurMps s9Emon+3Qducn+9KHBMYE2ZNHr 77 fwni3o
TAzjZ+3a]E00G7Za3jNPhGIuikhTBamug+6+EDQ/DDel195qi2UPi8gYRTIegewghCyQli
02bBGBosv2YQcZYzrSzrod9aaldsoziDQfF+3Tsdxsq/ bxyfSkrBuev7xcgonIDgxejL
qIk09EXNKbyB8k2IddrUFM146LAeYCuUPGp/NPipRgWfeNLF symBc /MZm/Srp7UmaRZgkn
YRtg==
RARC-Message-Signature: i=1; a=rsa-sha256; c=relaxed/relaxed; d=google.com; s=arc-2016@3816;
h=precedence:mime-version:subject:message-id:to:reply-to:from:date
:list-unsubscribe:dkim-signature:dkim-signature;
bh=piEInNxhr+kJsXyaF8iPjDL18QCkAQeX3QPVUZBmbdu=;
b=r8eR7IAzQai5oYPm/E8Qr3p+UBuasSKAZ taUTeh8wf cKCATIYv]32qQRztoHSmeomt rMD
LB8fvRRCNUWFekmVSGBpEIfGX1HgsPEskkjEXQUnhOLFs /fZENUIbIMSFeBhdd2icK7W3
diUukI9qzWtt00xenfs+1zblW735qG15CRxqAa36VAZb38se/Xrxsvbpk8gZDioQIrcef
Y4gQzPYy3HHSTCOFAGLGW+qu+XJdXARBMEExXM16S 22 3wf JKAVFLZdY3huUYHLNSWEHS
z2Pb73003HpgoDIcBtGPREZBBMFLYUKZPAT cSPbrR/kv1zZIr+0yLQ3gpGhG1bHEcOKQ
OVEQ==
ARC-Authentication-Results: i=1; mx.google.com;
dkim=pass header.i=g241394m.knowbed.com header.s=hs1l header.b=P42qp240Q;
dkim=pass header.i=@knowbed.com header.s=hsl header.b=NLNZnVjZ;
spf=pass (google.com: domain of laxbdesynfltgptnwa582z%ingokbedfq3b6au-rogerg=knowbed.com@2413%4m.knowbed.com designates 54.174.68.48 as permitted sender)
smtp.mailfrom="1axbdesynfltgptnwat32z9inqokbedfg3béau-rogerg=knowbesd.com@241394m. knowbed.com";
dmarc=pass (p=NOMNE sp=NOME dis=NONE) header.from=knowbed.com I
Return-Path: <laxbdesynfltgptnwaS82z9inqokbedfq3bbau-rogerg=knowbed.com@241394m.knowbed. com>
Received: from pgg3nm.241394m.knowbed.com (pgg3nm.241394m. knowbed.com. [54.174.68.48])
by mx.google.com with ESMTPS id ml15s5i12353492gkg.90.2628.82.83.87.85.25
for <rogerg@knowbed.com:
(version=TLS1_2 cipher=ECDHE-RSA-AES128-GCM-5HA256 bits=128/128);
Mon, 83 Feb 2828 ©7:85:26 -8888 (PST)
Received-SPF: pass (google.com: domain of laxbdesynfltgptnwa582z%9ingokbedfq3bbau-rogerg=knowbed.com@241394m.knowbed.com designates 54.174.68.48 as permitted sender)

KnewBe4
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How to Investigate Email Phishes

Email Structure
* Finding Original Sender
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Email Structure
 Header — Notable Fields
e X-originating-ip — public IP address of original sender
* Unfortunately, optional

authentication-results: big-cu.com; dkim=none (message not signed)
header.d=none;big-cu.com; dmarc=none action=none header.from=wiley.com;

x-originating-ip: [165.225.57.57]
x-ms-publictraffictype: Email
x-ms-office3b5-filtering-correlation-id: 7851b97b-369d-47bb-bc9a-88d7/a8chadlbe

Authentication-Results-Original: spf=none (sender IP is )
smtp.mailfrom=belliott@novahealth.com;
-Aga ER el -ip: [91.287.175.167]

KnewBe4
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Email Structure
 Header — Notable Fields
* Received — public IP address or domain name of original
sender and intermediate MTAs
* Required field
* Find the first one (at bottom to find the original sender
e Different “style” per MTA
* Remember, previous record can be modified or
spoofed by intermediate MFA
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Return-Path: <laxbdesynfltgptnwa582z9inqokbedfq3bbau-rogerg=knowbed.com@241394m.knowbed.com>»
from pgg3nm.241394m. knowbed.com (pgg3nm.241394m.knowbed.com. [54.174.60.48])

by mx.google.com with ESMTPS id ml5sil12353492qkg.590.2820.82.83.87.85.25

for <rogerg@knowbed, com>

(version=TLS1 2 cipher=ECDHE-RSA-AES128-GCM-SHA256 bits=128/128);

Mon, 83 Feb 2020 87:05:26 -8800 (PST)
Received-SPF: pass (google.com: domain of laxbdesynfltgptnwa582z9inqokbedfq3bbau-rogerg=knowbed.com@241394m.knowbed.com designate
Authentication-Results: mx.google.com;

dkim=pass header.i=@2413%4m.knowbed.com header.s=hsl header.b=P42qp94Q;

dkim=pass header.i=@knowbed.com header.s=hsl header.b=NLN2nVjZ;

spf=pass (google.com: domain of laxbdesynfltgptmnwa582z9inqokbedfqg3bGau-r Find % ates !
rogerg=knowbed.com@241394m. knowbed . com" ;

dmarc=pass (p=NONE sp=NONE dis=NOME) header.from=knowbed.com
Find what: |Recei Find Mext
TSI by 172.16.125.104 with SMTP id axhgppbgfibday34g6jcl995xa7@oadonar6g3 [Recived | Lin !
Mon, 3 Feb 2028 15:05:24 GMT Direction Cancel
DKIM-Signature: wv=1; s=hsl; d=241394m.knowbed.com;
. y ’ ’ [ Match case Ol @ Down

i={@241394m.knowbed. com;
h=sender:from:reply-to:to:subject:mime-version:content-type:list-unsubs [[] Wrap around
a=rsa-sha256; c=relaxed/relaxed;
bh=piEInNxhr+k]sXyaF@iPjDL18QCkAQeX9QPVuZBmbdw=;
b=P42qp94(QS5ds1585akgfttPLu+5jAkSMtWR7a6k9 / 7tREVZhXHItGHsVnTsL4k1
HI93QpwDWGG7FbVog9plasgpbkyu5QC110vndVUD9+Kxs31A5d3DGT LnBXRanth4
c571yqpwBEoKXb@IBTFi2RWr9BtAZ4ZTvnmZ tHIKVHiIZ sVksTzYefN8t1CizRP1
sbAdFvwH3IKBRECoU9a91 7Aw2R jlimXuugsixtBegpx1Pz76mY /hjMHpLdTp84P1k9
sL4f403da39CivkknXbgbwm2Qc]CwP7pqLlPAHVGZ3MFhG/35INVVRgYiaVKg2FK
GFIPTyD7TMGkMtvgs2BAHssTIELQ==; g=dns/txt; t=1588742324;
DKIM-Signature: v=1; s=hsl; d=knowbed.com; i=@knowbed.com;

h=sender:from:reply-to:to:subject:mime-version:content-type:list-unsubscribe:x-report-abuse:form-sub:feedback-id;
a=rca-sha?b%h: r=relaxed/relaxed:
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Email Structure
 Header — Notable Fields
* Received — public IP address or domain name of
original sender and intermediate MTAs
* Sometimes only shows domain hame and you
have to use nslookup to find IP address
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Received: from BN8PRE4MB5537.namprdB4.prod.outlook.com (2683:18b6:4088:94::23)
by BNEPREAMBLSS548.namprd@d.prod.outlock.com with HTTPS via
BNBPR@3CARE1Q. NAMPRDE3.PROD. OUTLOOK. COM; Sat, 27 Jul 2019 21:31:09 +0000
Received: from CO2PRG4ACAB17E.namprdB4.prod.outlook.com (2683:18b6:184:4::32)
by BN8PRO4MB5537.namprd@4.prod.outlook.com (2683:10b6:488:5c::13) with
Microsoft SMTP Server (version=TLS1_2,
cipher=TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384) id 15.20.2094.17; Sat, 27 Jul
2019 21:31:06 +0@oe
Received: from BYZNAMEBSFT@18.eop-nam@5.prod.protection.outlook.com Find
(2a81:111:488:7e52::289) by C02PRB4ACABL78.outlook.office365.com
(2603:10b6:104:4::32) with Microsoft SMTP Server (version=TLS1 2, Find what:  |received | [L_Find Next
cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id 15.28.2115.14 via Frontend Direction Cancel
Transport; Sat, 27 Jul 2019 21:31:85 +0000
Authentication-Results: spf=none (sender IP is 162.144.198.96) [IMatch case OUp @Down
smtp.mailfrom=server.feghweb.com; banneretcs.com; dkim=pass (signature was [ Wrap around
verified) header.d=shakawaaye.com;banneretcs.com; dmarc=none action=none
header. from=customerloyalty.accounts.com;compauth=fail reason=881
Received-SPF: None (protection.outlook.com: server.feghweb.com does not E Command Pmmpt
designate permitted sender hosts)
Received: from developer-web.net (162.144.198.96) by
BY2NAMB5FTO18 . mail.protection.outlook.com (16.152.108.155) with Microsoft
SMTP Server (version=TLS1_2, cipher=TLS_ECDHE_RSA_WITH_AES_256 GCM_SHA384) id
15.20.2136.7 via Frontend Transport; Sat, 27 Jul 2019 21:31:94 +0080
DEIM-Signature: v=1; a=rsa-shal56; g=dns/txt; c=relaxed/relaxed,
d=shakawaaye.com; s=default; h=Date:Message-Id:Content-type:MIME-Version:From
:Subject:To:Sender:Reply-To:Cc:Content-Transfer-Encoding: Content-ID:
Content-Description:Resent-Date:Resent-From:Resent-Sender:Resent-To:Resent-Cc
:Resent-Message-ID:In-Reply-To:References:List-Id:List-Help:List-Unsubscribe:
List-Subscribe:Llist-Post:List-Owner:List-Archive;
bh=0IjWZagA55dY07L8+dRhIVwds jQPPfVyelBaijviuyIl=; b=ovdt(7/w/ré6+rfselrTv+gsLyE
kMm@IvFyKty90aGkcKGHBayqt8s3+8XuSHIajLeIrBidf2/YnugtlSgzsc,/OeniIUgtQKbdOewHuc
LIN8STInc3QBLYRFXU39q77wBV+bwll+/ghzDmY4 LwwX5Sm13UegGDqU+FYUB1xPaYps,/RjdoURatBZ
VFMWw7GBn+0ML161Xeg3ENIC203NMHd1v/iUddy8PpwGjCCb24qva2WayT3sV2pJloly5t4IkTolggd
elbHwygPi2ts3Tc/4Ar8KFAfaxBelyucydAhlkula72F1zxoV+8 I Xn+AMpsWCOWDAQSOULSmV 3eyA
UzLibl Jw==;
: from shakawaaye by server.feghweb.com with local (Exim 4.92)
(envelope-from <shakawaaye@server.feghweb.com>)

X
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Email Header
* Where does IP address originate from and belong to?
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“ — O m | hitps://www.iplocation.net/

P J *|Intitled - Ngtepad l a |plocat|0n Get$100withadepositof$5,00

File Message  Help ¢  Tell me what you want te do FllE Ed|t FCI rmat UIEW HE'FI

S gnere m lEll eIZl @ E Bl g b=ngmq3dBKDﬂb53W]]ElZith;"thH MY IP HIDE IP CHANGE IP VPN PROXY GAMES DDOs
Rk Prec fne feb Ty B O Raceived: from BNEPROGCABE39.nam

. - by BYAPR@GMBE137.namprdd6.prod.c \Where is Geolocation of an IP Address?
ATTN: RESOLVE THE EMAIL ISSUE IMMEDIAT Microsoft SMTP Server (version=1
[ W Follow @plocaion ot |

? infoworld.com Administrator <noreply@team-admi T j_ p h er =T |_ S_E C DH E_HSﬂ_WITH_ﬂE 5_25

To O roger_grimes@infoworld.com

(@) I there are problems with how this message is displayed, dlick here to viev 2819 B8:46:48 +BB68 Geolocation for IP 185.62.190.159.
T séass enn ot s mesesge s atearn non e narms saneer o< R C @ ivad s fram COTMAMASETAIS ann. Get $100 when you deposit Hide IE WO VRN
(2201 Find $10.000 in new funds to an IP Location Firder
(2603 Online Savings Account. IPu4, IPv6 or Domain Name

ciphe Find what: |Heceiued'
Here are the results from a few Geolocation providers

Trans - s app Accuracy of geolocation data may vary from a rowde‘r
Direction y of g y vary p

Authen to provider. Test drive yourself, and decide on the
. provider that you like.
smtp.| []Match case OuUp @ Marcus:
L - BY GOLDMAN SACHS . . -
VEF:L'F Do you have a problem with IP location lookup?
D WLED around Report a problem.
heade

Received-SPF: Pass (protection.oL
designates 185.62.1908.159 as per
receiver=protection.outlook.com; Geolocation data from IP2Lacation (Product: DB6, updated on 2020-1-1)
helo=te.team-admin.net;

sy from te.team-admin.net

COAA R ARSI TN o2 a2t o
Best Regards.

Is the data shown below not accurate enough? Please read geolocation accuracy info to learn why.

IP Address Country Region City
185.62.190.159 Russian Federation e Arkhangel'skaya oblast' Severodvinsk

ISP Organization Latitude Longitude

NForce Entertainment B.W.  Not Available 64.5635 39.8302

Geolocation data from ipinfo.io (Product: API, real-time)

IP Address Country Region City

httpsi/fwww.iplocation.net/anti-ddos-protection 185.62.190.159 Russia gy Arkhangelskaya Severodvinsk
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Email Header
Does IP address of MTA belong to service it claims to be

from?
13.64.0.8/11
* For exam pIe: EZE{{%}

28.36.0.8/14

* Microsoft public IP addresses for email 20.0.0.0/13

28.1258.9.8/16

 https://www.microsoft.com/en- R
. . 20.150.0.0/15
us/download/details.aspx?id=53602 26.160.6.0/12

28.186.09.8/14
20.184.9.8/13

23.96.0.68/13
AA RA & AR

Partial list

KnewBe4
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Origination IP Address

Possibly malicious phish if MTA is a public SMTP SAS service
from supposedly big brand nhame company

Examples

* Smtp.com

* Sendgrid.net o el oIS ) (estrg T2 i
e Constantcontact.com e (256/256 bits)) (Client did not present
e Gmail e o e aransse vas verstiad

* 0365

KnewBe4
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Research
* Where does IP address originate from and belong to?
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LQ https://search.arin.net/rdap/7query=96.27.164.190

Your IPv4 address is 96.27.164.190

Search Site or Whois

American Registry for Internet Numbers.

3 IP Addresses & ASNs ™ Policy & Participation > Reference & Tools > About™

ARIN Whois/RDAP
| 96.27.164.190] %

» Search www.arin.net instead » Search Filter: Automatic

all requests subject to terms of use

"96.27.164.190"
Network: NET-96-27-0-0-1

Source Registry ARIN

Net Range 96.27.0.0 - 96.27.255.255
CIDR 96.27.0.0/16
Name WIDEOPENWEST
Handle NET-96-27-0-0-1
Parent NET-96-0-0-0-0
Net Type DIRECT ALLOCATION
Origin AS AS529895
AS29780
AS29737
AS529859

Registration Thu, 22 Jan 2009 23:12:29 GMT (Thu Jan 22 2009 local time)
Last Changed Wed, 29 Aug 2018 13:40:36 GMT (Wed Aug 29 2018 local time)
Comments Contact abuse@wideopenwest.com for abuse
requests

Self https://rdap.arin.net/registry/ip/96.27.0.0

KnewBe4
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&« — O &y | httpsy//whois.net/

WHOIS LOOKUP

o feghweb.com is already registered*

Domain Name: FEQHWEB.COM

Registry Domain ID: 1570462811_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.dynadot.com

Registrar URL: http://www.dynadot.com

Updated Date: 2019-09-23T22:50:262

Creation Date: 2009-09-27T12:31:167

Registry Expiry Date: 2020-09-27T12:31:162

Registrar: DYNADOT, LLC

Reqistrar IANA ID: 472

Registrar Abuse Contact Email: abuse@dynadot.com

Registrar Abuse Contact Phone: +16502620100

Domain Status: dientTransferProhibited https://icann.org/epp#clientTransferProhibited
Name Server: NS1.FEQHWEEB.COM

MName Server: NS2.FEQHWEE.COM

DMNSSEC: unsigned

URL of the ICANN Whaois Inaccuracy Complaint Form: https://www.icann.org/wicf/
»=3»> Last update of whois database: 2020-02-03T20:00:087 <<«

KnewBe4
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Origination IP Address

* Keep location attribution redirection tactics in mind

Internet \
— P i

Russia US-based cloud service

Originating IP would be US-based

KnewBe4
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Research
* How old is domain registration creation?
* Younger is more risky
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WHOIS LOOKUP

m themobilebonus.com is already registered*

Domain Name: THEMOBILEBONUS.COM
Registry Domain ID: 2440268436_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.internet.bs
Registrar URL: http://www.internet.bs
Updated Date: 2019-10-04T18:33:27Z
[ Creation Date: 2019-10-04718:33:22Z |

Example was less than 4 Registry Expiry Date: 2020-10-04T18:33:227
. Registrar: Internet Domain Service BS Corp
months old at time of Registrar IANA ID: 2487
Registrar Abuse Contact Email:
looked up and referred to Registrar Abuse Contact Phone:
. Domain Status: clientTransferProhibited https://icann.org/epp#dientTransferProhibited
pestware domain Name Server: ANNA.NS.CLOUDFLARE.COM

Name Server: YICHUN.NS.CLOUDFLARE.COM

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/
>>> Last update of whois database: 2020-01-23T13:31:177 <<<

For more information on Whois status codes, please visit https://icann.ora/epp
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Research

e |s domain on a blacklist?
F"OM. e m——
| A wcioos s ospses oot frayn oy D0 s oisieonn M- |

SuperTool Beta?

| fujamar.com|

blacklist:fujamar.com [ UL Solve Email Delivery Problems.

LEARN MORE

@ We notice you are on a blacklist. et R0 ol ol

Checking fujamar.com which resolves to 198.185.159.144 against 86 known blacklists
Listed 1 times with 0 timeouts

Blacklist Reason TTL ResponseTime
o LISTED ivmURI fujamar.com was listed | Detail 2100 0l
QoK BSBE Domain 94
[ Jols SEM FRESH £l
QoK SEM URI k]l
QoK SEM URIRED 3
° oK SORBS RHSBL BADCONF 0

QoK
QoK Spamhaus DBL
Kﬂ @WIBe4 QoK UEPAM

SORBS RHSBL NOMAIL 0
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Research
* [s domain healthy?
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& = 0O far & | httpsz//mxtoolbox.com/domain/googlechromeupdates.com/

A{ GOOGLECHROMEUPDATES.COM pomain Health Report

@ ARE YOU CONFIDENT that your email is getting through? FIND OUT WITH DELIVERY C

€ Problems (© Blacklist i Mail Server @ web Server |£ ons
© 3Ermors © 0Erors © 3 Erors © 0Ermors © 0Ermors
© 0 Warmning © 2 Waming © 0 Waming © 3 Warming
@ 126 Passed @ 104 Passed © 5 Passed @ 3 Passed © 14 Passed

10 Problems

Category Host Result

0 dmarc googlechromeupdates.com DNS Record not found

o spf googlechromeupdates.com DNS Record not found

0 m™ googlechromeupdates.com No DMARC Record found
mx googlechromeupdates.com DMARC Quarantine/Reject policy not enabled
dns googlechromeupdates.com Name Servers are on the Same Subnet
dns googlechromeupdates.com S0A Serial Number Format is Invalid
dns googlechromeupdates.com S0A Expire Value out of recommended range
smip park-mx.above.com Reverse DNS does not match SMTP Banner
smip park-mx.above.com ‘Warning - Does not support TLS.

smip park-mx.above.com I May be an open relay. l

KnewBe
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Research
Physical location of domain business?

* Use Google Maps street view
* Does it look like the right business location for the

claimed business
* Do you see signs of the same business at the physical

location?
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Research
Physical location of domain business?

"4
e
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Research
* Better Business Bureau =

Total Access Networks

Home > Texps > Eigin > Inemet Sendce > Toml ooess Networks > Husiness Derads

ment will = 7BA5TOTAL

Location of This Business
PO Box 1268, Elgin, TX 7TEG21
[ BEE File Cpened: 37 'z"l':iil?]

Metworks Ing
Wireless Worlds

Business Management

any time an cancel either or by ions r 5 ant br. Ted Green, Pregident

stop future billings at 17-6 )

- . ¥ Contact Infermation
PFrincipal

BAr, Ted Green, President
Customer Contact

M. Ted Green, President
Additional Contact Information
Fax Murmbers

(225) 208-8682

Additional Business Infarmation
According to information in BBE files, it appears that this business is no longer in business

Serving Area

We senice the following areais) Coupland, TX, Elgin, TX, Manar, TX, Mc Dade, TX, McDade, TX,

Webbenale, TX

Business Categories

nieme] Senice

KnewBe4
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Is It from the domain it says it is from?
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Global Phishing Protection Standards

« Sender Policy Framework (SPF)
« Domain Keys ldentified Mail (DKIM)

« SPF and DKIM help you protect YOUR domain against spoofing
by bad people to others!

 When enabled, receivers can verify whether or not an email that
claims to be from your domain is from your domain

KnewBe4
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SPF

« Sender Policy Framework (SPF)
* Verifies the 5321 MAIL FROM domain name address
 This is the “real” return email address that you may not see

“Friendly From” 5322.DISPLAY
Human readable part of “From:” header. FROM domain

A Apple@Service.com <noreply-appleidicloudsupport9834dfej3n2dhhnb33dfn39w32 @entertainingworkshop.com>
RE: [ Alert] Locked Account for security #7376 ( February 10, 2019, 06:07 PM CET )

To  Roger Grimes
@This message was sent with High importance.




SPF Passes

File Message

Developer Help @ Tell me what you want to do
1] ] - i
IS Ignore m E W_| M F’| E Meeting 9 quantumBook  — To Manager \l/ = Rules F' |v_'| EE k§) O Find A}) Q
é} é) % Team Email ~ Done u OneMote E (9 m ax & Related =
%Junk' Delete Archive Reply Reply Forward p= More - ) Reply & Del 2 - N _ Mave Assign  Mark Categorize Follow | Translate Read Zoom
All u ey elete #_ Create New M - F‘gﬁ\ctionS' Palicy ~ Unread @ Up~ - Select~ Aloud
Delete Respond Quick Steps [F] Move Tags [F] Editing Speech Zoom
Thu 2/14/2019 2:30 PM
SB  SunTrust Bank <SunTrustBank@smb5.harlandclarke.com>
Your SunTrust mortgage billing statement is now available to view
To Roger Grimes
@ If there are problems with how this message is displayed, click here to view it in a web browser.
Click here to download pictures. To help protect your privacy, Cutlook prevented automatic downla "j Untitled - Notepad _ O %

L. . pf=pass (sender IP is 63.248.155.138)
j— — : Fom=sm5. harlandclarke.com; banneretcs.com; dkim=pass (signature
Pass = Verified Domain —j-srmetirrorsss.raria

Your SunTrust mortgage billing statement is now available to view - Message (HTML)

File Edit Format View Help

(2683:10b6:104::29) with Microsoft SMTP Server (version=TLS1 2,

cipher=TLS_ECDHE_RSA WITH_AES 256 CBC_SHA384) id 15.20.1622.16 via
Frontend

, Transport,

Ihu, 14 Feb 2013 19731250 +bdldd
Authentication-Results: s

was

verified) header.d=sm5.harlandclarke.com;banneretcs. com;

dmarc=bes
action=none header.from=sm5.harlandclarke.com; h=pass reason=1@89

Received-SPF: Pass (protection.outlook.com: domain of sm5.harlandclarke.com

e for details

y v available to
receiver=protection.outlock.com; client-ip=63.240.155.138;
helo=maill36.subscribermail.com;

Received: from maill36.subscribermail.com (63.248.155.138) by

COINAMB5FT@32.mail.protection.outlook.com (10.152.96.144) with Microsoft
SMTP

Server id 15.208.1588.2 via Frontend Transport; Thu, 14 Feb 2819 19:31:57 zount by

3. Select Mortgage Loan from the My Accounts list
4. Click Statements and Documents

It is our job to stay connected with you and learn more about your financial goals. Let us know how
we can help. We are just a click away or call us today at 800.634.7928, Monday through Friday from
& a.m. to 8 p.m., and 9 a.m. to 3 p.m. ET, on Saturday.




SPF Falls

File Message  Developer  Melp Q  Tell me what you want to do

0 - Message (MTML)

4 Qusns o R o . ~ ] w ¥
B [ | 5157 [ iy | Domrimtons ot ||| [ Bt | [ o $ oo
U ) 7 B Team Ema Done o ﬂ OneNote et O o ; B Related -
L Kink = Dedete Aschive Reply Reply Forward g RO © Reph & Delet * Zode Maove Assign  Mark Categorize Follow
94 AR 0 J Reply & Delete CA0E P " - [gm-on: . Policy = Unread v Up~ [ Sedect -
Delete Respond Quick Steps “ Mave Tags . Editing
Fei SN72013 7118 PM
M Microsoftnline « 'n,‘g::.-'u‘;"r'r‘r" crosoft.com>
Ticket #: 5711310
o orimes @ infoworida cor
e 7 Untitled - Notepad - D X
# there are problems with how this message is daplayed, dick here 1o view it in

File Edt Format View Help

| Authentication-Results-Original
| smtp.mailfrom=august-debouzy.com,
signed) header.d=none;infoworld.com; dma

| heade .com;
' Received-SPF: Fall (profection.outlook.com:
does  —/—————————————

IP is 80.255.3.116)
dkim=none (message not
=none actionenone

=' Microsoft

Your request (14299790) has been updated. To add additional come

R Jerica Mae (Microsoft)

Hello,

domain of august-debouzy.com

Good day! Thank you for contacting Microsoft Commercial { SMTP
Server (version=TLS1_©, ciphex=TLS_ECDHE_RSA_WITH)AES_256_(BC_SHA) id
My name is Jorica, the Support Ambassador whom you spok 15,20.1900.16 via Frontend Trafsport; Sat, 18 May 2019 00:36:52 +0000

|Received: from ( helo-abmas@l.markgto.org) by abatal5.marketo.org
As discussed, you called us today to change your credit card (envelope-from <infogheritage.org>) Xe

expect that the new card will be the charge in the next billif cqurp 34 B1/35.06954-6704FDC5: Fri, 1
’ ’

pssfully did tha

For future reference kindly click the link below. From: Microsoftnline <vSpz@onmicrosoft.cde>
To: <roger_grimes@infoworld.com>

Add, update, or remove credit card or bank account - https: or-bank-acco

it has been 3 pleasure working with you. If you need assistance In the future, you may call us or create 3 new support requ \p
Upon closing this billing case, a short survey with 5-star being great will appear in the Support Tickets page In your Office 365 Admig portal (hitps://portal office. com/Support/AltUs
Thank you for choosing Microsoft. \

o Fail = Bad or Unverified Domain

Jerica Mae Lim
Microsoft Commercial Billing
Phone Number: 1-800-865-9408

KnewBe4
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DKIM

 Domain Keys Identified Mail (DKIM)

« Uses public/private key pair to add a digital signature to every
outgoing email that links the email to it's sending Internet domain

» Verified domain is found in the DKIM-Signature header

« DKIM signatures typically cover most of the email message so that people
cannot tamper with content of an emaill

 However some of the email headers are NOT included in signature --
specifically headers that tend to be modified as email flows across the
Internet (like "Received:" and "Return-Path:" headers).

DKIM-5ignature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=dmarcian.com; s=s2848gl;
h=subject:to:cc:references:from:message-id:date:user-agent
rmime-version:in-reply-to:content-language;
bh=1VrmdGcK3WBwbdNUVDCTIY22HImChvuZ7ICebDsftlg=;
b=CVIgiyEdtNmyv18PAbimb87xBL15wQPS2k890Egl4uz4LugQLf 33U,/ Vw7GpRLciiR0+
dCpszAlwBWNWEGcRmIKM/dzLwTREwWTth /M vk XpcF8ET2 /K9c1Lebd9YRnwtdnwmhwpxu
PEqzATjRujehiEUmy4UL1l/ebtP58GhSUMCKpsXdV1+]3Quidech7k5258LQRLgsVetAE
G7fCQeGFpalApnRXa2BTOk7gHPBAAKEBYy7iNT2ckuPi7ETuCaAdbgplkpmSL1ps TKUW
|<n @\N Be4 */ghsBIdwSFvSQ+UTZhiz3LTEz1YMhSUEIB Ix+02mUMTBXg INpmxVIMgd FBARVYCluef
Human error. Conquered

NTHw==
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DKIM

Domain Keys ldentified Mail (DKIM)

Example DKIM Signature in Email Header

Domainkey-5ignature: g=dns; a=rsa-shal; c=nofws;
s=dkim2814g3; d=sm5.harlandclarke.com;
h=DKIM-5ignature:MIME-Version:Message-I0:X-5M-Email-Key:Content-Type:X-
mid:X-ppid:Subject:Reply-To:To:From:X-appid:List-Unsubscribe:Date:X-dit;
b=FmR71Faj+TueNTwhVx5uHkANPkWiT1tfr/1iJ1nmHI487FxL0OrigPsrTCCEVE2UxT
soFpUlp023VDnzRhhwsBEvbt7THULDEvynx3+zRmXOnzw/T3u5dfoBBctwm,/8fxq
ksQgXuGHINBbZ3VE7IRIcbDUrDIFtgaTED /WLaTYNFQ=
DKIM-S5ignature: w=1; a=rsa-shal; d=sm5.harlandclarke.com; s=dkim2814g3;
c=relaxed/simple;
g=dns/txt; i=@sm5.harlandclarke.com; t=1558172717;
h=From:5ubject:Date;
bh=xcDeDjulUmtgYwVNulH/MIi6s53k=;
b=KSBvB3TppRpjoEkktBvCEWqpcDFyNglkjTALDIpImSRFpltD7NGYAzoqe zwmxy M
HaAr+LdAJFNfvufjm+mbbzUSRHo7pM7/C32MPRBt8BSKFEL /OOKxRY8USaUBIU1ATT
2WWBmv ZThbsEEVKC3khLBb2or7LXVaYs03gk flivxbkok=;
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Domain Keys ldentified Mail (DKIM)

Example DKIM Emalil Header Verification Results

Received: from COLNAMB5FTE32.eop-namB5.prod.protection.outlook.com
(2281:111:f400:7e50::207) by CO2PRO4CAP151.outlook.office3b5.com
(2603:16b6:104::29) with Microsoft SMTP Server (version=TLS1 2,
cipher=TLS_ECDHE_RSA WITH AES 256 CBC SHA384) id 15.208.1622.16 via Frontend
Transport; Thu, 14 Feb 2819 19:31:58 +08686

Authentication-Results: spf=pass (sender IP is 63.248.155.138)
smip.mailfrom=sm5.harlandclarke. com; banneretES.cDm;[dkim=p355 (signature was ]

Eader.d=5m5.harlandclarke.cum;banneretcf..cnm; dmarc=bestguesspass
- ]

=fione header.from=sm5.harlandclarke.com;compauth=pass reason=189

KnewBe4




DKIM Falls

Domain Keys ldentified Mail (DKIM)

Example DKIM Emalil Header Verification Results

Internet headers Transport; Wed, 1 May 2019 04:09%:48 +0000

Authentication-Results: spf=pass (sender IP is 1i5..—154.52.154]] ]

i

smitp.mailfrom=astwarema.info: banneretcs.com; dkim=fail [signature did
not

verify) header.d=astwaremo.info;banneretcs.com: dmarc=pass
action=none

header.from=astwaremo.info;compauth=pass reason=100 -

Close

KnewBe4
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Email Header

X- headers

* X stands for “extra” or “experimenta

* Can be added by an MTA

* Can be used to store useful information or to track
users

X-Microsoft-Antispam-PRVS:
<BYAPROEMBOE19744F756D7ATBCATCTE2E294B20@BYAPRBEMBE197 . namprd@6. prod . outlook . com»

X-M5-0ob-TLC-00BClassifiers: OLM:374;0LM:374,

¥ _Forefront-PRVS: B16BAFB&2E X-Google-Smtp-Source: APXvYqxt/DRImé/UMzgx/+Vhnx/XnhOfeCB9hkXzipMawIMGi+PviPvEquyc35dI466Hgix1NdWg
¥-MS-Exchanee-Transport-Forked: True X-Received: by 20082:ac8:6bd9:: with SMTP id b25mr24841351qtt.347.1580742326148;
g P : Mon, 83 Feb 2020 07:05:26 -0800 (PST)

I”

X-M5-Exchange-SenderADCheck: 8 ARC-Seal: i=1; a=rsa-sha256; t=1580742326; cv=none;
X-Microsoft-Antispam-Message-Info-Original: d=google.com; s=arc-208160816;
b=r3EnSdQkwol 3fGPA9LQ2CEB1sFFIHdeQnCIb+nKHmGBUFWSBKvH20aynSwlGQeAFvlg
/bwY8QkOrlEa+8W11U92pUilleDYaurMpss9Emon+3Qducn+9KHEMVS2ZNHr 7 7fwni39
fAzjZ+3a]Eo0G7Za3jNPhGIuikWhfBamug+6+EDQ/DDel95qi9UPi8gYRF3egewghCy Qi
02bBGBosv2YQcZYzr5zrod9aaldsoziDOFF+3Tsdxsqg/bxyfSkrBubv7xcqonIDgxejL
qJkO9EXnKby8k2IddrUFM146LAY cuPGp /NPipRqUifelLFsvmle /MIm/Srp7UmaRigkn

YRtg==
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Email Header — X-header-Example
0365 X- headers

e X-Forefront-Antispam-Report

X-Forefront-Antispam-Report:

tIP:?d.l?i.dﬁ.Sl;[Tﬂ?:US;LﬁNG:En;S[L:i;SHU:;IPU:NLI;SFU:NSPM;H:mailBEEE.haymarketmedia.mktdiEB.cnm;P
TR:mail3566.haymarketmedia.mkt4163. com; CAT:NOMNE; SFTY: ;SFS: (28600885) (33964004 ) (15650580001 ) ( 260085)
(9686003) (6916009) (7066003 ) (66574812) (7596003 ) (7636003) (19630485002 ) (356005) (336012) (42186006)

(19627405001 ) (82870400002 ) (5426002) (8676002) (1096003 ) (42882007) (246002) (17308445002) (559001 )
(579084) ;DIR: INB;SFP:;

* https://docs.microsoft.com/en-us/microsoft-

365/security/office-365-security/anti-spam-message-
headers

KnewBe4




e
How to Investigate

Opening URLs or File Attachments
* Don’t do on phone or regular device/computer
Can lead to:
* Immediate exploitation
* Sending your password hash
* Sending your IP address
* Leaking more information
e OS, browser, location, etc.




e
How to Investigate

Opening URLs or File Attachment

If you need to open a URL or file,

* Use free online service

* Turn over to a true forensic expert, who has the right
equipment and tools

* Open in a safe virtual machine or isolated computer
built for that purpose

* Some malware can detect VM and not launch




Agenda

uman error. Conquered.

 How to Investigate
* |[nvestigating-Phishing
- Defenses




Best Defenses

Top Defenses for Most Organizations

- Mitigate Social Engineering
* Policies, Technical Defenses, Education

- Patch Internet-accessible software
* https://www.cisa.gov/known-exploited-vulnerabilities-catalog

- Use Multifactor Authentication(MFA)/Non-Guessable passwords
+ Use non-phishable MFA where you can
* https://www.linkedin.com/pulse/my-list-good-strong-mfa-roger-grimes
- Use unique, unguessable, different passwords for every website and service

- Teach Everyone How to Spot Rogue URLs

* https://blog.knowbe4.com/top-12-most-common-rogue-url-tricks
» https://info.knowbe4.com/rogue-urls

KnewBe4
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All Anti-Phishing Defenses

Everything You Can Try to Prevent Phishing KnawBes

man error. Conquered.

- Webinar
* https://info.knowbe4.com/webinar-stay-out-of-the-net

ON-DEMAND WEBINAR

Stay out of th.e Net: . - k.
Your Ultimate Guide to Phishing Mitigation

* E-book Comprehensive Anti-Phishing Guide

* https://info.knowbe4.com/comprehensive-anti-phishing-guide

KnewBe4




The overall goal is to help users make
smarter security decisions every day

Wh at |S th e  To reach this goal you must make security

awareness an integral part of your organizational
G O al Of culture that simply becomes reflexive

Security
Awareness JIraining users to know

Trainin g7  +How to spot bad things

* How to respond

rrrrrrrrrrrrrrrrrrrr



Does the message arrive
unexpectedly?

O

L=
Y

s it the first time the sender
has asked you to perform

requested action?

l Yes

Does the request include a]

)

"wou need to do it NOW"
stressor?

i Yes

If the request is malicious,
can performing it harm your
interests?

L Yies

Confirm using an alternate
method before
accomplishing

-

-




e
Give “Red Flags” Training

| don't recognize the sender's email address as
someone | ordinarily communicate with.

* Did | receive an email that | normally would
get during regular business hours, but it
was sent at an unusual time like 2 a.m.?

¢ YourCEQ@yourorganization.com

* This email is from ide my ization )
—’ To: You@yourarganization.com
and it's not related to my job responsibilities.
) Date: Monday December 12, 2016 3:00 pm

* This email was sent from someone inside the Subject: My money got stolen 4

organization or from a customer, vendor, or partner

and is very unusual or out of character. Hi, I'm &n vacation in London and my money and passport were

. stolen out of my bag. Could you wire me 3300 via Bank of America?

* Is the sender's email address from a suspicious They gave me a special link 50 this goes right into my account and . — - -

domain (like micorsoft-support.com)? | can buy a ticket home: g . ml get an e&nall with a subnacl,-ll line that is

: i : evant or does not match the message

* | don’t know the sender personally and they hifp:iiwww bar otarr com ontant? 0

were not vouched for by someone | trust. Thanks so much|This redily helps me out!

* |s the email message a reply to something
I never sent or requested?

| don’t have a business relationship nor any past Your CEO
communications with the sender.

* This is an unexpected or unusual email with an
embedded hyperlink or an attachment from
someone | haven't comrmunicated with recently.

@ TD * The sender included an email attachment that | was not expecting or that

makes no sense in relation to the email message. (This sender doesn't
ordinarily send me this type of attachment.)

* | was cc'd on an email sent to one or more people, but | don't
personally know the other people it was sent to. * | see an attachment with a possibly dangerous file type. The only file type
that is always safe to click on is a .txt file.

| received an email that was also sent to an unusual mix of people.
For instance, it might be sent to a random group of people at my

arganization whose last names start with the same: letter, or a whole
list of unrelated addresses. GONTENT
HYPERLINKS * |s the sender asking me to click on a link or open an attachment to avoid a negative
consequence or to gain something of value?

* |s the email out of the ordinary, or does it have bad grammar or spelling errors?

* | hover my mouse over a hyperlink that's displayed in the email message, but
the link-to address is for a different website. (This is a big red flag.) Is the sender asking me to click a link or open up an attachment that seems odd or illogical?
| received an email that only has long hyperlinks with no further information, Do | have an uncomfortable gut feeling about the sender's request to open an altachment
and the rest of the email is completely blank. or click a link?

| received an email with a hyperlink that is a misspelling of a known web site. For Is the email asking me to look ata promising or
instance, www._bankofarnerica.com — the “m" is really two characters — “r"

picture of myself or
" and “n.” someone | know?

https://blog.knowbe4.com/share-the-red-flags-of-social-engineering-infographic-with-your-employees

KnewBe4



https://blog.knowbe4.com/share-the-red-flags-of-social-engineering-infographic-with-your-employees

AT H E RE D F LAG s O F Spotting malicious URLSs is a bit of an art. The examples )

represented here are some of the common tricks used by
‘e R G U E U R I hackers and phishers to fool users to visiting malicious
@ s websites. The methods shown here could be used by legitimate
services, but if you see one of these "tricks” you need to make

sure you're dealing with the organization you think you are.

Look-a-Alike Domains Domain Mismatches

Domain names which seem to belong to respected, trusted brands.

/M Human Services .gov

Slight Misspellings ) <Despina.Orrantia6731610@gmx.com>
M Microsoftnline .
) <v5Spz@onmicrosoft.com> https://www.le-blog-qui-assure.com/

www.lInkedin.com

Strange Originating Domains

Brand name in URL, but not real brand domain
. . . M MAERSK
ee.microsoft.co.login-update-dec20.info . .

gin-up ) <info@onlinealxex.com.pl>

www.paypal.com.bank/logon?user=johnsmith@gmail.com

ww17.googlechromeupdates.com/ Overly Long URLs
Brand name in email address but doesn’t match brand domain URLs with 100 or more characters in order to obscure the true domain.
/W Bank of America http:/innocentwebsite.com/irs.gov/logon/fasdijkg-sajdkjndf
s <BankofAmerica@customerloyalty.accounts.com> jnbkasldjfbkajsdbfkjbasdf/adsnfjksdngkfdfgfgjhfgd/ght.php

Brand name is in URL but not part of the domain name . . .
devopsnw.com/login.microsoftonline.com?userid=johnsmith File Attachment is an Image/ Link
. . Itlooks like a file attachment, but is really an image file with a malicious URL.
URL Domain Name Encoding

INV39391.pdf * https:/d.pr/free/f/jsaeoc
“%

https://%77%77%77.%6B%6E%6F%7 7%62%654.963%6F%6D 52 KB y'| Click or tap to follow link.
Shortened URLs Open Redirectors
When clicking on a shortened URL, watch out for malicious redirection. URLs which have hidden links to completely different web sites at the end.

https:/bit.ly/2SnA7Fhm tinfo.mail.adobe.com/r/?id=hc347a&p1=evilwebsite.com

- KnewBe4 7
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My Password Policy Advice

Password Policy
Practical Implementation

Use MFA wherever you
can Whenever possible use
Multifactor Authentication EEGHSIMESESEERTSNTY

where you can to protect

\_ valuable things ) https://blog.knowbed.com/
& u.s.-government-says-to-use-phishing-resistant-mfa

Use MFA and/or long
passwords/passphrases
to logon to your devices

(o
L il s L 12-character perfectly
Perfectly Random Password Examples
Password Manager random passwords R#‘N&Z;Ao'r){ =
. Protect password manager defeat all known ELV'ZM]bAb]>RC‘?'ru
with MFA and/or long guessing/cracking al#'_dewL k"h;J
\ password/passphrase attacks e ¥
If you must create a Human-created
T r Examples of Good Passphrases
Creat P" diff. £ passwords I went to 7-11 earlier today.
APt -choracers-weak - BT TS
P , passp , 12-characters - better 2belivingtherockandrolllifeforever
sites and services 20-characters - strong
*Hackers are routinely cracking 18-
Optimally: character human-created Windows
MFA + passwords if they get the hashes

Password Manager +
2 long password/passphrases
(1 each for device and password manager)




PhishER & PhishFlip

How PhishER Works

- -3 - ML- - G- Fo-oD>- @

Email PhishER PhishML Rules Tags Action PhishRIP PhishFlip

PhishER processes user-reported phishing and other suspicious emails by grouping and categorizing emails based on rules, tags, and
actions. PhishML, the custom machine-learning module, analyzes messages and generates confidence values which are used to tag
messages. PhishRIP helps you easily find and quarantine suspicious messages still sitting in mailboxes across your entire organization.
PhishFlip automatically turns defanged phishing emails into training opportunities by flipping them into simulated phishing campaigns.

* https:/lwww.knowbe4.com/products/phisher




Generating Industry-Leading Results and ROI
- Reduced Malware and Ransomware The KnowBe4 System Rea"y Works

Infections -
@ —— Initial Baseline Phish-Prone
* Reduced Data Loss o 0% Percentage (Pre-Training):
: Y AVG 31.4%
* Reduced Potential Cyber-theft £ 5%
()]
.. s 3 Months Later:
* Increased User Productivity Q2% AVG 16.4%
ECIJ
- Users Have Security Top of Mind g 1%
i 10% 12 Months Later:
8 40 2z AVG 4.8%
A) Average Improvement =~ * |
Across all industries and sizes from baseline testing to one 0%
year or more of ongoing training and testing (BwvEREE 4 5 6 7 8 9 10 11 12+
Training Period M OnthS
Note: The initial Phish-Prone percentage is calculated on the basis of all users evaluated. These users had not received Based on 6.6 Million Users

any training with the KnowBe4 platform prior to the evaluation. Subsequent time periods reflect Phish-Prone
percentages for the subset of users who received training with the KnowBe4 platform.

Source: 2021 KnowBe4 Phishing by Industry Benchmarking Report



Questions?

Roger A. Grimes— Data-Driven Defense Evangelist, KnowBe4
rogerg@knowbe4.com
Twitter: @rogeragrimes
https://www.linkedin.com/in/rogeragrimes/




