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• 30 years plus in computer security, 20 years pen testing

• Expertise in host and network security, IdM, crypto, PKI, 

APT, honeypot, cloud security

• Consultant to world’s largest companies and militaries for 

decades

• Previous worked for Foundstone, McAfee, Microsoft

• Written 13 books and over 1,200 magazine articles

• InfoWorld and CSO weekly security columnist 2005 -

2019

• Frequently interviewed by magazines (e.g. Newsweek) 

and radio shows (e.g. NPR’s All Things Considered)

About Roger

Certification exams passed include:

• CPA

• CISSP

• CISM, CISA

• MCSE: Security, MCP, MVP

• CEH, TISCA, Security+, CHFI

• yada, yada
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Roger’s Books
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Agenda
• How to Investigate

• Investigating Phishing

• Defenses
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How to Investigate

Main Methods
• Visual Inspection
• Research
• Forensic Analysis
• Tools

Be aware this can be a rabbit hole of a time 
consumption
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How to Investigate

Note
• Anything beyond research, looking, or viewing text 

requires an isolated forensics “clean” system
• Preferably running an isolated virtual machine 

environment disconnected from the network having 
none of the same logon information as production 
environment
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Evidence Collection

Ponderance of Evidence

• It’s rarely 100% clear

• If it was, stopping it

would be easy

• It’s about Risk Analysis
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Agenda
• How to Investigate
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How to Investigate Email Phishes
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How to Investigate Email Phishes

Email Structure
• Message Body
• Header
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How to Investigate Email Phishes

Email Structure
• Message Body

• Message
• URLs
• File Attachments
• Embedded Images
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How to Spot Phishing
(each symptom adds risk)

• Email/Message/Call Arrives Unexpectedly

• It’s asking you to do something that person or company has never asked you to 
do before

• Requested action could be harmful

• Tries to create a sense of urgency (“stressor”)

• Contains a link or file attachment

• Solution: When in doubt, call person on known legitimate phone number to 
confirm request or visit vender website using known legitimate link

How to Investigate Email Phishes
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How to Investigate Email Phishes
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How to Investigate Email Phishes

Email Body – Signs of Maliciousness
• File attachment image, not file attachment
• Image points to URL link
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How to Investigate Email Phishes

Email Body – Signs of Maliciousness
• File attachment image, not file attachment
• Image points to URL link

Fake file attachments which are really images
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How to Investigate Email Phishes

Email Body – Signs of Maliciousness
• Disjointed “From/Received/Reply” email addresses
• Mis-Branded URLs
• Disconnected/bogus URLs
• Unexpected file attachments
• MIME-type mismatches
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Spotting Disconnected Email Addresses

How to Investigate Email Phishes

Brand/URL mismatches
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Spotting Rogue URLs

How to Investigate Email Phishes
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Spotting Rogue URLs

How to Investigate Email Phishes
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Instructions to Ignore Warnings or Activate Content

How to Investigate Email Phishes

“Helpful instructions” for opening document
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How to Investigate Email Phishes

Email Body – Signs of Maliciousness
Keeping up-to-date on the various phishing trends
• KnowBe4 blog (https://blog.knowbe4.com)

• Example: https://blog.knowbe4.com/double-the-phish-
double-the-phun

• KnowBe4 resources https://blog.knowbe4.com/resources
• Phish of the Week
• Quarterly Infographic
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How to Investigate Email Phishes

Email Structure
• Header

• Required fields
• Optional information
• Lots of garbage that means something to 

somebody…maybe…
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How to Investigate Email Phishes

Email Structure
• Header

• It is changed or added to each time it passes through an 
email server/gateway/inspection service, which is
• Officially known as a Mail Transfer Agent (MTA)

• You can use it to follow the email’s path from source to 
destination (in reverse time order)

• Note: Sender or intermediate MTA can forge/change 
parts. Forwarding message deletes old header.
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How to Investigate Email Phishes

Email Structure
• Viewing Email Headers

• Different instructions per email client
• Outlook – Open email, File, Properties, Internet 

Headers, Ctrl-A, Ctrl-C, paste into Notepad.exe
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How to Investigate Email Phishes
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How to Investigate Email Phishes

Email Structure
• Viewing Email Headers

• Different per email client
• Gmail – Open email, click on three dots on right, 

click on Show original, Copy to clipboard
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How to Investigate Email Phishes
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How to Investigate Email Phishes

Email Structure
• Finding Original Sender
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How to Investigate Email Phishes

Email Structure
• Header – Notable Fields

• x-originating-ip – public IP address of original sender
• Unfortunately, optional
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How to Investigate Email Phishes

Email Structure
• Header – Notable Fields

• Received – public IP address or domain name of original 
sender and intermediate MTAs
• Required field
• Find the first one (at bottom to find the original sender
• Different “style” per MTA
• Remember, previous record can be modified or 

spoofed by intermediate MFA
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How to Investigate Email Phishes
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How to Investigate Email Phishes

Email Structure
• Header – Notable Fields

• Received – public IP address or domain name of 
original sender and intermediate MTAs
• Sometimes only shows domain name and you 

have to use nslookup to find IP address



35

How to Investigate Email Phishes
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Email Header
• Where does IP address originate from and belong to?

How to Investigate Email Phishes
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How to Investigate Email Phishes
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How to Investigate Email Phishes

Email Header
Does IP address of MTA belong to service it claims to be 
from?
• For example:
• Microsoft public IP addresses for email

• https://www.microsoft.com/en-
us/download/details.aspx?id=53602

Partial list
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How to Investigate Email Phishes

Origination IP Address
Possibly malicious phish if MTA is a public SMTP SAS service 
from supposedly big brand name company
Examples
• Smtp.com
• Sendgrid.net
• Constantcontact.com
• Gmail
• 0365
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How to Investigate Email Phishes

Research
• Where does IP address originate from and belong to?
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How to Investigate Email Phishes
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How to Investigate Email Phishes
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How to Investigate Email Phishes

Origination IP Address
• Keep location attribution redirection tactics in mind

Originating IP would be US-based
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How to Investigate Email Phishes

Research
• How old is domain registration creation?
• Younger is more risky
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How to Investigate Email Phishes

Example was less than 4 
months old at time of 
looked up and referred to 
pestware domain
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How to Investigate Email Phishes

Research
• Is domain on a blacklist?



47

How to Investigate Email Phishes

Research
• Is domain healthy?
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How to Investigate Email Phishes
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How to Investigate Email Phishes

Research
Physical location of domain business?
• Use Google Maps street view
• Does it look like the right business location for the 

claimed business
• Do you see signs of the same business at the physical 

location?
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How to Investigate Email Phishes

Research
Physical location of domain business?
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How to Investigate Email Phishes

Research
• Better Business Bureau
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Is it from the domain it says it is from?

How to Investigate Email Phishes
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Global Phishing Protection Standards

• Sender Policy Framework (SPF)

• Domain Keys Identified Mail (DKIM)

• SPF and DKIM help you protect YOUR domain against spoofing 

by bad people to others!

• When enabled, receivers can verify whether or not an email that 

claims to be from your domain is from your domain

How to Investigate Email Phishes



54

SPF

• Sender Policy Framework (SPF)

• Verifies the 5321 MAIL FROM domain name address

• This is the “real” return email address that you may not see

How to Investigate Email Phishes

5322.DISPLAY 
FROM domain

“Friendly From”
Human readable part of “From:” header.
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SPF Passes

Pass = Verified Domain



56

SPF Fails

Fail = Bad or Unverified Domain
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DKIM

• Domain Keys Identified Mail (DKIM)

• Uses public/private key pair to add a digital signature to every 

outgoing email that links the email to it’s sending Internet domain

• Verified domain is found in the DKIM-Signature header

• DKIM signatures typically cover most of the email message so that people 

cannot tamper with content of an email

• However some of the email headers are NOT included in signature --

specifically headers that tend to be modified as email flows across the 

Internet (like "Received:" and "Return-Path:" headers).

How to Investigate Email Phishes
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Domain Keys Identified Mail (DKIM)

Example DKIM Signature in Email Header

DKIM
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Domain Keys Identified Mail (DKIM)

Example DKIM Email Header Verification Results

DKIM Passes
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Domain Keys Identified Mail (DKIM)

Example DKIM Email Header Verification Results

DKIM Fails
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How to Investigate Email Phishes

Email Header
X- headers
• X stands for “extra” or “experimental”
• Can be added by an MTA
• Can be used to store useful information or to track 

users
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How to Investigate Email Phishes

Email Header – X-header-Example
0365 X- headers
• X-Forefront-Antispam-Report

• https://docs.microsoft.com/en-us/microsoft-
365/security/office-365-security/anti-spam-message-
headers
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How to Investigate

Opening URLs or File Attachments
• Don’t do on phone or regular device/computer
Can lead to: 
• Immediate exploitation
• Sending your password hash
• Sending your IP address
• Leaking more information

• OS, browser, location, etc.
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How to Investigate

Opening URLs or File Attachment
If you need to open a URL or file, 
• Use free online service
• Turn over to a true forensic expert, who has the right 

equipment and tools
• Open in a safe virtual machine or isolated computer 

built for that purpose
• Some malware can detect VM and not launch
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Agenda
• How to Investigate

• Investigating Phishing

• Defenses
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Top Defenses for Most Organizations

• Mitigate Social Engineering
• Policies, Technical Defenses, Education

• Patch Internet-accessible software
• https://www.cisa.gov/known-exploited-vulnerabilities-catalog

• Use Multifactor Authentication(MFA)/Non-Guessable passwords
• Use non-phishable MFA where you can

• https://www.linkedin.com/pulse/my-list-good-strong-mfa-roger-grimes

• Use unique, unguessable, different passwords for every website and service

• Teach Everyone How to Spot Rogue URLs
• https://blog.knowbe4.com/top-12-most-common-rogue-url-tricks

• https://info.knowbe4.com/rogue-urls

Best Defenses
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Everything You Can Try to Prevent Phishing

• Webinar
• https://info.knowbe4.com/webinar-stay-out-of-the-net

• E-book
• https://info.knowbe4.com/comprehensive-anti-phishing-guide

All Anti-Phishing Defenses
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What Is the 
Goal of 

Security 
Awareness 

Training?

The overall goal is to help users make 
smarter security decisions every day 

• To reach this goal you must make security 
awareness an integral part of your organizational 
culture that simply becomes reflexive

Training users to know

• How to spot bad things

• How to respond
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Online Shopping Best Practices

https://blog.knowbe4.com/share-the-red-flags-of-social-engineering-infographic-with-your-employees

Give “Red Flags” Training

https://blog.knowbe4.com/share-the-red-flags-of-social-engineering-infographic-with-your-employees
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Online Shopping Best Practices

https://blog.knowbe4.com/top-12-most-common-rogue-url-tricks

Give “Red Flags” Training
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My Password Policy Advice
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PhishER & PhishFlip

• https://www.knowbe4.com/products/phisher



Generating Industry-Leading Results and ROI

• Reduced Malware and Ransomware 

Infections

• Reduced Data Loss

• Reduced Potential Cyber-theft

• Increased User Productivity

• Users Have Security Top of Mind

84% Average Improvement

Across all industries and sizes from baseline testing to one 
year or more of ongoing training and testing

Source: 2021 KnowBe4 Phishing by Industry Benchmarking Report

Note: The initial Phish-Prone percentage is calculated on the basis of all users evaluated. These users had not received 
any training with the KnowBe4 platform prior to the evaluation. Subsequent time periods reflect Phish-Prone 
percentages for the subset of users who received training with the KnowBe4 platform.



Questions?

Tel: 855-KNOWBE4 (566-9234)    | www.KnowBe4.com    | Sales@KnowBe4.com

Roger A. Grimes– Data-Driven Defense Evangelist, KnowBe4
rogerg@knowbe4.com

Twitter: @rogeragrimes

https://www.linkedin.com/in/rogeragrimes/


